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0205704  INTRODUCTION TO CRYPTOLOGY
Normal Education: 
 Evening Education: 
[bookmark: _GoBack]    Fall 2018-2019

Course Format:  face-to-face


INSTRUCTOR INFORMATION
Instructor: 
Title: 
Office:  
Phone:  
Office Hours: 
E-mail:  


COURSE DESCRIPTION

Credit hours: 3 credit (3+0)
ECTS: 5
Required or elective:  Elective

Catalog Description: This course provides an introduction to modern cryptography and communication security. It focuses on how cryptographic algorithms and protocols work and how to use them. The course covers the concepts of public key encryption, message authentication codes, digital signatures and key establishment, as well as common examples and uses of such schemes, including the AES, RSA.
Prerequisites: None

Textbook(s) and/or required materials: 
Paar, Pelzl: Understanding Cryptography: A Textbook for Students and Practitioners. 1st edition, Springer, 2009.
Nigel Smart: Cryptography: An Introduction, Mcgraw-Hill College, 2004.
Menezes, van Oorschot, Vanstone: Handbook of Applied Cryptography. CRC Press. 5th printing 2001.
[bookmark: _gjdgxs]D. R. Stinson, Cryptography: Theory and Practice, CRC, 1995.
Course Objectives

	The objectives of this course are to:

	1
	Teaching the computer security and fundamental concepts of cryptography  

	2
	Introducing the cryptographic methods

	3
	Teaching to secure the data in the developed applications by using existing cryptologic methods

	4
	To make the students understand and be able to analyze the security of computer systems

	5
	To discuss legal issues



Course Topics
	No
	

	1
	Introduction To Cryptology And Its History

	2
	Fundementals Of The Cryptology

	3
	Classical Cryptographic Systems And Number Theory

	4
	Symetric Cryptology Sytems

	5
	Asymetric Cryptology Sytems

	6
	Data Encryption Standard (DES)

	7
	Advanced Encryption Standard (AES)

	8
	Midterm Exam

	9
	Key Management And Public Key

	10
	RSA Algorithm

	11
	Digital Signature 

	12
	Hash Functions And Message Authentication

	13
	Cryptographic Protocols

	14
	Legal İssues


Course Learning Outcomes
At the end of this course, students will be able to;
· Understand the basic principles of cryptography and general cryptanalysis
· Be acquainted with the concepts of symmetric encryption and authentication
· Be able to compose, build and analyze simple cryptographic solutions
· Explain the public key encryption, digital signatures, and key establishment
· Detect poor implementations of a cryptosystem
· Dicuss the related social and legal issues

Evaluation methods
	1. Midterm Exam
	40%

	2. Final Exam
	60%



Professional component
	Engineering topics
	40%

	General education
	0%

	Mathematics and basic sciences
	60%



Person(s) who prepared this description and date of preparation
Şeyma Cihan, June 2018

Date of last revision
June 2018
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